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HIGHLIGHTS

We study the problem of backdoor attack in DNNs
o We simultaneously learn to generate a conditional
(dynamic) trigger pattern and to poison the model via a
novel non-convex, constrained optimization problem.

o We solve this optimization problem with an efficient,

alternating-update optimization algorithm.

e The proposed method LIRA can generate invisible
triggers that vary across samples to samples and
achieves state-of-the-art targeted attacks during
inference while preserving the clean-sample performance
of the model.

In this case, the “secret” kept by the attacker is the trigger
generator, instead of a pattern as in patch-based attacks.
e LIRA s also stealthy against existing backdoor defenses.
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This is a paramount security concern in the
model building supply chain, as the
increasing complexity of machine learning

models has promoted training outsourcing
and machine learning as a service (MLaa$).
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APPROACH

Simultaneously learn to generate an invisible trigger &
optimally poison the model in a constrained optimization:
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Transformation Function: Tg(z) = z +|g§(m), [lge(z)l|, <€

ALGORITHM

Stage I: update both T and f

generate dynamic trigger

Stage Il: only update f

——— parameter transfer — parameter update path ——— input

LIRA’s learning process is separated in 2 stages.
e Stagel:bothfand T are trained (trigger generation).
e Stage ll: fistrained while T is fixed (backdoor injection).
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ATTACK PERFORMANCE

All-to-One Attack All-to-One Attack

n(y) =0Vy n(y) = (y + 1)%|C|
WaNet TIRA Walet TIRA
Dataset Clean  Atack | Clean . Atack || Daaset Clean _ Attack | Clean | Attack
MNIST 099 | 099 | 099 | 100 | MNIST 099 | 095 | 099 | 099
CIFARIO | 094 | 099 | 094 | 1.00 || CIFARIO | 094 | 093 | 094 | 094
GTSRB 099 | 098 | 099 | 100 || GTSRB 099 | 098 | 099 | 100
T-ImageNet | 0.57 0.99 0.58 1.00 T-ImageNet | 0.58 0.58 0.58 0.59
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Neural Cleanse
Pass defense if Anomaly
Index < 2

STRIP-Online Detection
Pass defense if poison and
clean entropies are similar..
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